
CCLTO/ROTC/Business Registry Leaders Joint 

Session

Global Threats Related 
to Cyber Security and 
Identity Thefts

Jay Krushell
Co-Founder & Chief Legal Officer

Treefort Technologies

© Treefort Technologies Incorporated 2020



1

2

MORTGAGE AND TITLE FRAUD

STATISTICS

3 INTRODUCTION TO CASE STUDIES

WHAT THESE FRAUDS ARE, WHO IS 
COMMITTING THEM AND HOW THEY 
ARE BEING COMMITTED

UNDERSTANDING 
REAL ESTATE FRAUD
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MORTGAGE FRAUD
involves obtaining a 

mortgage by 
impersonating the owner 

of the land.

TITLE FRAUD
occurs when someone 

illegally transfers property 
ownership without the 

owner’s consent.

TYPES
OF

FRAUD



40% 
ARE CANADIANS 55 AND 
ABOVE.

OF REAL ESTATE FRAUD VICTIMS 

increase in mortgage 
fraud over previous 5 

years

52%
of mortgage 

applications contain 
misrepresentation

13%
of all mortgage fraud 
cases reported are in 

Ontario

67%

The Canadian Anti-
Fraud Centre reported 
over $98 million in 
losses in 2020.

Financial Impact:



FRAUD FILES:  
UNBELIEVABLE 

CASES OF 
MORTGAGE 

MISCHIEF
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OUTCOME

THE FRAUDULENT 
MORTGAGE WAS 

REMOVED FROM THE TITLE, 
AND IT WAS DISCOVERED 
THAT THE SAME COUPLE 

HAD COMMITTED SIMILAR 
FRAUDS ON OTHER 

PROPERTIES.

THE TENANT TRAP: A KEY 
EXCHANGE GONE WRONG

A RETIRED COUPLE RENTED 
OUT THEIR PROPERTY IN 
MARKHAM, WHICH THEY 

OWNED OUTRIGHT, AFTER 
MOVING TO ANOTHER 

HOME.

BACKGROUND THE FRAUD

THE TENANTS USED 
FRAUDULENT IDENTIFICATION 

TO SECURE THE LEASE AND 
LATER ABANDONED THE 
PROPERTY. A $700,000 

FRAUDULENT MORTGAGE 
WAS PLACED ON THE 

PROPERTY.

KEY POINTS

VERIFIED TENANTS WITH 
PROPER IDENTIFICATION; 

PROPERTY ABANDONMENT; 
FRAUDULENT MORTGAGE 

DISCOVERED; FRAUDSTERS 
HAD A HISTORY OF SIMILAR 

CRIMES.



BACKGROUND
THE INSURED OWNED A VACANT LOT IN 
BRAMPTON, WHICH HAD APPRECIATED 
SIGNIFICANTLY SINCE ITS PURCHASE.

THE FRAUD
FRAUDSTERS USED FAKE IDENTIFICATION TO 
SECURE A $900,000 MORTGAGE ON THE 
PROPERTY WITHOUT THE OWNER'S 
KNOWLEDGE.

OUTCOME
THE FUNDS WERE FROZEN BEFORE BEING 
CASHED, AND THE FRAUDULENT MORTGAGE 
WAS FLAGGED. THE VACANT PROPERTY WAS 
AN EASY TARGET DUE TO ITS LONG-TERM 
VACANCY.

KEY POINTS
VACANT LAND TARGETED; FAKE ID USED 
TO SECURE A MORTGAGE; FUNDS WERE 
FROZEN IN TIME; VACANT PROPERTY 
RISK.
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02

03

04

THE PHANTOM 
MORTGAGE: THE CASE OF 
THE VANISHING LOT



A PROPERTY MANAGEMENT 
COMPANY OVERSAW A VACANT 
LOT IN KLEINBERG FOR AN 
OWNER WHO LIVED IN TORONTO.

THE FUNDS WERE FROZEN BEFORE 
THEY COULD BE TRANSFERRED, 
AND THE TITLE WAS RESTORED TO 
THE RIGHTFUL OWNER. ALL MONEY, 
INCLUDING THE DEPOSIT, WAS 
RECOVERED.

A FRAUDSTER POSED AS THE 
PROPERTY OWNER, USING FAKE 
ID, AND SOLD THE LAND TO AN 
UNSUSPECTING BUYER.

FRAUDSTER POSED AS THE OWNER; 
FRAUDULENT SALE; FUNDS FROZEN; 
TITLE RESTORED, AND FUNDS 
RECOVERED.

BACKGROUND THE FRAUD

OUTCOME KEY POINTS

1
2

3
4

THE DECEPTIVE DEAL: BUYING 
THE IMPOSSIBLE PROPERTY



BACKGROUND

A TORONTO HOMEOWNER 
WAS APPROACHED BY HOME 

SERVICE PROVIDERS AND 
UNWITTINGLY PROVIDED HIS 

IDENTIFICATION.

01

THE FRAUD

FRAUDSTERS USED THE 
HOMEOWNER'S 

INFORMATION TO SECURE A 
$500,000 MORTGAGE 

WITHOUT HIS CONSENT.

02

OUTCOME

THE MORTGAGE WAS 
CHALLENGED, THE FUNDS 
WERE RETURNED TO THE 

LENDER, AND THE 
FRAUDULENT MORTGAGE 
WAS REMOVED FROM THE 

TITLE.

03

KEY POINTS

IDENTITY THEFT; FRAUDULENT 
MORTGAGE; FROZEN FUNDS; 
SUCCESSFUL REMOVAL OF 

THE MORTGAGE.

04

THE IMPOSTER’S 
MORTGAGE: WHEN 
IDS TELL TALL TALES



BACKGROUND THE FRAUD1

OUTCOME KEY POINTS3

2

4
A SETTLEMENT WAS REACHED 
WITH $1.15M CAD PAID BY 
CHICAGO TITLE, $850K CAD 
FROM THE BORROWER’S LAWYER’S 
INSURANCE, AND $30K CAD FROM 
UBERSTATE.

IN 2021, AN ONTARIO COMPANY 
LED BY MR. SHAPIRO, OBTAINED A 
$1.5M MORTGAGE

ZOOM IMPERSONATION LED TO 
MISDIRECTED FUNDS FOR 
BITCOIN. SETTLEMENT COVERED 
MOST OF THE LOSES. FRAUDSTERS 
REMAIN UNIDENTIFIED.

THE MORTGAGE PROCEEDS WERE 
DIVERTED TO BUY BITCOIN BY A 
FRAUDSTER IMPERSONATING MR. 
SHAPIRO IN A ZOOM MEETING.

THE BITCOIN DISAPPEARANCE: 
A FRAUDULENT INVESTMENT



BACKGROUND
IN 2022, QJXD PROPERTIES INC. BOUGHT A PROPERTY FOR 

$1.9M CAD FROM A PERSON CLAIMING TO BE THE REAL 
HOMEOWNER, QINYING YANG.

THE FRAUD
THE SELLER WAS NOT THE REAL OWNER WHO WAS IN CHINA. THE 
FRAUD WAS CONFIRMED THROUGH A PRIVATE INVESTIGATION, 
WHICH FOUND DISCREPANCIES IN THE DRIVER'S LICENSE AND 

CONTACT INFORMATION PROVIDED BY THE FRAUDSTER.

OUTCOME
THE TRANSFER WAS RULED FRAUDULENT, WITH CHICAGO 

TITLE RECOVERING OVER $500K CAD, LEAVING A NET LOSS 
OF $27,817.98 CAD.

KEY POINTS
FRAUDSTER IMPERSONATED AN OUT-OF-COUNTRY 

HOMEOWNER. CHICAGO TITLE RECOVERED MOST OF THE 
FUNDS. FACIAL RECOGNITION HELPED UNCOVER THE FRAUD.

IDENTITY THEFT AT THE 
CLOSING TABLE: THE 
IMPERSONATION OF A 
HOMEOWNER



DOUBLE TROUBLE: 
THE CONDO SALE 

GONE WRONG

IN 2023, FAQING YANG 
BOUGHT A CONDO FOR 

$1.02M CAD WITH A $663K 
CAD MORTGAGE, INSURED 

BY CHICAGO TITLE.

BACKGROUND

THE CONDO WAS SOLD 
FRAUDULENTLY BY 

SOMEONE IMPERSONATING 
THE REAL HOMEOWNERS, 
WHO WERE OVERSEAS.

THE FRAUD

THE TRUE OWNERS 
RECLAIMED THE PROPERTY, 

WITH CHICAGO TITLE 
PAYING $237K CAD IN 

LOSSES AND PURSUING 
RECOVERY EFFORTS.

OUTCOME

OVERSEAS HOMEOWNERS 
WERE IMPERSONATED. 

CHICAGO TITLE IS SEEKING 
TO RECOVER FUNDS. A 

LOSS OF $237K CAD 
REMAINS FOR THE TITLE 

INSURER.

KEY POINTS



THE VANISHING MORTGAGE: 
A LAWYER’S WEB OF DECEPTION

OUTCOMETHE FRAUDBACKGROUND KEY POINTS
IN 2021, SHAHID MALIK, A 

LAWYER, WAS RESPONSIBLE 
FOR DISCHARGING A 

MORTGAGE DURING A REAL 
ESTATE TRANSACTION BUT 

FAILED TO DO SO.

MALIK MISAPPROPRIATED 
MORTGAGE DISCHARGE 

FUNDS AND ORCHESTRATED 
MULTIPLE FRAUDULENT REAL 

ESTATE TRANSACTIONS, 
MISUSING $7M–$10M CAD.

CHICAGO TITLE PAID 
$985K CAD TO SETTLE THE 

MORTGAGE AND IS 
PURSUING LAWSUITS 

AGAINST MALIK AND THE 
VENDORS.

LAWYER MISAPPROPRIATED 
FUNDS ACROSS MULTIPLE 

DEALS.
 CTIC COVERED THE UNPAID 
MORTGAGE. LEGAL ACTIONS 
ARE ONGOING TO RECOVER 

THE FUNDS.



STOLEN IDENTITY: 
THE GATEWAY TO FRAUD



ATTEMPT 2ATTEMPT 1 ATTEMPT 3

INFORMATION ON THE ID WAS 
STOLEN FROM A REAL PERSON

MET IN PERSON WITH THE 
BROKER/LAWYER

FAKE ID USING THE INDIVIDUAL’S
 REAL FACE
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ATTEMPT 4

NEW FAKE IDS, 
DIFFERENT STOLEN IDENTITIES SAME PERSON



DIGITAL IDENTITY 
VERIFICATION 
TECHNOLOGY

WHAT STOPS IDENTITY FRAUD?

Early 2000’s digital IDV emerges with 
the expansion of online banking.

2010 on, biometric technologies 
emerge. Fingerprint, facial 
verification etc. added to digital IDV.

2020 1st Digital IDV developed for 
compliance requirements in the 
Canadian legal sector combined 
with identity fraud detection. 





Questions?
Thank you for being part of today’s 

discussion on evolving technologies 
and security measures.

Your feedback and inquiries are key as we 
continue to navigate the complexities of 

identity verification, digital safety and virtual 
interactions!
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