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Infroduction

\/ There is rising concern for privacy protection for
: personal data in Hong Kong

4 |Increased awareness for right of privacy
protection

4 Digitalization has increased privacy risk

4 Data leakage has raised security concern

4 Rising trend for scams

—\ The challenge is for us as public registry
4 keeper to make the right balance, without
compromising accessibility and innovation
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No. of data breach notifications

140 data breach incidents reported to the
Office of the Privacy Commissioner for
Personal Data (PCPD) of Hong Kong in the first
eight months of 2024, representing a 92% year-

on-year increase.

Data Breach Notifications
Received by the PCPD

140
In the first eight months of 2024, data
breaches involving hacking accounted for
30% of all data breaches.
2023 2024
(73 cases (Jan to Aug)

from Jan to Aug)
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Recent Data Breach Incidents in
Hong Kong (1)

‘_\ Case 1

The Cyberport’'s computer systems and file servers
had been attacked by ransomware and maliciously
encrypted.

The hacker obtained the credentials of a user
account with administrative privileges through a
brute force attack and gained access to the
network through a remote desktop connection.

A hacker group, Trigona, demanded a ransom
payment to unlock the encrypted files.

The incident resulted in the leakage of the personnel
data of more than 13,000 data subjects, about 40%

pg\ The Land Registry were unsuccessful job applicants and former
‘ The Government of the emp|OyeeS.
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Recent Data Breach Incidents in
Hong Kong (2)
. Case 2

Due to a fault in system design, additional personal
data have been transmissed to the searchers’
computer through an e-service portal of a public
reqistry.

N Although such additional personal data would
not be displayed on the search result pages, it
could be obtained by pressing the F12 key on
the said pages.

‘_\ Information being disposed included names, full
' identification document numbers, usual residential
addresses, telephone numbers and email

ﬁi": The Land Registry addresses of about 110,000 data subjects.
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Possible Abuse of Personal Data
Obtained from Public Registers

4 Doxxing

4 Fraud

4 Direct marketing

4 Other potential abuse

PCPD (2015):

“Public registers serve legitimate purposes in
making data publicly, but also provide arich
source of personal data which is subject to the risks
of commercial exploitation and fraudulent use.”
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Data Privacy Law  The Personal Data (Privacy) Ordinance
The
Ordinar

onal Data (Privacy)

The Personal Data (Privacy) Ordinance (the "PDPO™) was passed in 1995 and took effect from December 1996
(except certain provisions). it is one of Asia’s longest standing comprehensive data protection laws. It has its origins

Six Data Protaction Principles in the August 1994 Law Reform Commission Report entitled "Reform of the Law Relating to the Protection of

Codes of Practice/ Guidelines Personal Data"", which recommended that Hong Kong introduce a new privacy law based on the OECD Privacy

Guidelines 1980° to ensure an adequate level of data protection to retain its status as an interational trading centre
The Personal Data (Privacy) and give effect to human rights treaty obligations. The PDPO underwent major amendments in 2012, the most
Amendment Ordinance 2021 significant of which being the introduction of direct marketing provisions and other additional protection to cope with
Aot 2012 new privacy challenges and address public concems. In 2021, the PDPO undenwent another major amendments.

The amendments aim to combat doxxing acts that are intrusive to personal data privacy, through the criminalisation
Duty Lawyer Services of doxxing acts. and conferring on the Privacy Commissioner for Personal Data statutory powers to issue cessation

notices demanding the cessation or restriction of disclosure of daoing content. The amendments also confer on the
Privacy Commissioner power to conduct criminal investigation and institute prosecution for doxxing cases, so as to
EU General Data Protection strengthen enforcement against doxxing cases.

Regulation

Other Publications

Click here to view The Personal Data (Privacy) Ordinance

Personal Information Protection

Law of the Meialand Click her to view The Personal Data (Privacy) (Am

2021)

Click here to view The Personal Data (Privacy) (Amendment) Bill 2021 (Bill gazetted on 16 July 2021)

ément) Ordinance 2021 (Ordinance gazetted on 8 October

Electronic Health Record
Sharing System

The Ordinance at a Glance

The PDPO is applicable to both the private and the public sectors. It is technology-neutral and principle-based. The
Data Protection Principles ("DPPs" or "DPP"), which are contained in Schedule 1 o the PDPO, outine how data
users should collect, handle and use personal data, complemented by other provisions imposing further compiiance
ramicamants

.-\AA
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Policy Framework for Data
Protection in Hong Kong (1)

Governed by the Personal Data Privacy
Ordinance Cap. 486 of Laws of Hong Kong
PDPO) which came into force in 1996.

Policy guidelines for personal data in public
registers issued in 2000 and survey
recommendations by PCPD in 2015 (“Policy
Guidelines and Recommendations’”).

Government’s IT security policy and guidelines



Policy Framework for Data Protection in Hong Kong (2)

Recent developments to enhance protection:
4 Legislative amendments in 2021 to address the acts of “*doxxing” (i.e.
gathering and disclosing personal data without consent)

4 Guidelines on the Artificial Intelligence: Model Personal Data
Protection Framework published in June 2024 to address new risks and
challenges posed by Al

4 Guidelines on the use of ID numbers: Code of Practice on the Identity
Card Number and other Personal Identifiers revised in August 2024
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The Land Register in Hong Kong
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Statutory Obligation

The Land Registrar shall upon request and
payment of the prescribed search fees make
available records of the Land Registry to any
person.

No mechanism for data suppression as some
jurisdictions
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Search of Land Register — Before 2021
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Search of Land Register - Since 2021
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Review Conducted in 2024 (1)

D 4

Policy consideration:
O Undermine the purpose of the Registers ?

O Limit openness of property market data ?

O Undue inconvenience to searchers ?

O Adequacy of ownership information ?

O Timely access to ownership information ?

" The Land Registry
The Government of the
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Introduction of ftitle registration provides an opportunity for review
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Review Conducted in 2024 (2)

O Review per Policy Guidelines and Recommendations:
1) Specifying the purposes of the public register in the legislation:
» public registers are set up to serve legitimate purposes
* the purposes should be stated as specifically as practicable
» For property transactions
> For financial due diligence
» For building management, etc.
« Challenge - sufficiently broad to cover legitimate purposes vs

too broad 1o be prone to abuse

" The Land Registry
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Review Conducted in 2024 (3)

2) Providing safeguards against possible abuse:
« To require searchers to provide ID information
« To require searchers to declare the purpose of search

« To impose sanctions against improper use of data
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Review Conducted in 2024 (4)

2) Providing safeguards against possible abuse(cont’'d):
« To impose limit on the persons entitled to make search applications
» Restriction to current records feasible ?7?
» Undermining the purpose of the Registers ?
» Undue inconvenience to searchers ?
> Limiting openness of property market data ?
> should access to historical records (i.e. entries removed from Title

Reqister) be restricted ?
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Review Conducted in 2024 (5)

2) Providing safeguards against possible abuse (cont'd):
 To impose limit on the persons entitled o make search applications
(cont’'d):
» Who should be entitled to access ?
> Solicitors? Estate agents? Mortgagees?

> Media ?
O For reporting of property market ?
O For reporting of violations of building safety ?
O For reporting misconduct of public officials ?
O For reporting personal life of celebrities ?

» Challenge - determine genuine needs for access

" The Land Registry
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Review Conducted in 2024 (4)

3) Noft to collect or disclose more personal data than necessary to fulfil
the purposes of the register:

« Not to require applicants to provide more than enough
information in application forms or conveyancing forms

« E.g., only certain lodging persons are required to provide an
address for service

« Data suppression feasible (e.g. partial ID information or
incomplete address) ?7?

» Adequate information disclosed ?

» Operational difficulty ?

" The Land Registry
The Government of the
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Review Conducted in 2024 (7)

4 How to strike a balance ?
O Based on HKLR's practical experience and judgment
O Try to maintain current easy-to-use online land search system
O Take info account past personal data abuse cases, other
Government departments’ practices, and measures undertaken in
other jurisdictions
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Other data protection/security
measures enabled by digitalization (1)

IAM Smart

4 Being a single digital identity

4 “IAM Smart” mobile app provides the one-
stop personalised digital services platform,
which enables users to use online
Government services

“IAM Smart Personal Code™
Convenient;, secure and
privacy-protecting

4 Over 2.9 million Hong Kong residents have
reqistered for IAM Smart

4 |RIS Online Services support iIAM Smart to
establish identity of searchers thus no need to
collect ID information
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Other data protection/security
measures enabled by digitalization (2)

Proposed e-lodgement system for LTO and LRO

4 A highly secure electronic platform strictly
adhering to IT security guidelines

4 Only registered users will be allowed access

4 Notification to help the user detect any
unauthorised access

4 end-to-end encryption

4 digital signature will be used
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Other data protection/security
measures enabled by digitalization (3)

Formulating clear policies and guidelines on
information security, including offline/offsite data
backup and data retention policy

Conducting vulnerability scans at network, server and
application levels to identify vulnerabilities at regular
intervals

Conducting regular checks/reviews/audits to ensure
system seftings are updated and appropriate for
current requirements

Conducting risk assessments on data security for
iInformation systems

Enabling multi-factor authentication for remote access
to data

Implementing effective detection measures for
information systems

Segregation of internal registration system from
external land search system

" The Land Registry
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Conclusion

4 Always a challenge between
maintaining transparency of the
register and protecting personal data
contained in the register

4 With the increasing awareness and
concerns of privacy protection, land
registrars should take a proactive role
to strengthen the privacy and security
measures

4 We withess expectations moving with

@ The Land Registry fime
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Questions to Ponder
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