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We are privileged to live and work on the 
traditional and ancestral territories of 

Indigenous Peoples and Nations throughout 
British Columbia.

We acknowledge and respect elders 
past, present and future.
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3 rd Annual LTSA Symposium

¢Ƙƛǎ ȅŜŀǊΩǎ ǘƘŜƳŜǎΥ

ÅDigital trust

ÅConnected workflows

ÅReal-world momentum
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Interactive Discussion Questions

ÅWhen you look 5 ς10 years ahead, what does digital trust look like in 
ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴ ǿƘŜƴ ƛǘΩǎ Ŧǳƭƭȅ ŜƳōŜŘŘŜŘ ƛƴǘƻ ŜǾŜǊȅŘŀȅ 
workflows? 

ÅWhat does it look like across multiple organizations in the shared 
ecosystem? 
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Rob Simmons, 
Chair of the Board of Directors
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[¢{!Ωǎ ǾƛǎƛƻƴΥ 

A real property market that is 

trusted and transparent

© Land Title and Survey Authority of British Columbia6
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./Ωǎ ƭŀƴŘ ǘƛǘƭŜ ǎȅǎǘŜƳΥ 

A global leader in 
accessibility and security



APRIL 9, 2026

Rob Cutler,
Vice President & Chief Product Officer
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LTSA is taking a leadership 
ǊƻƭŜ ǘƻ ǇǊƻǘŜŎǘ ./Ωǎ ǊŜŀƭ 
property market for future 
generations.
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τ Modernize identity verification

OUR AIM FOR THE REAL ESTATE TRANSACTION:

τ Improve digital connectivity

τ Shift to structured, shareable data
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A seamless, efficient 
transaction
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Secure technology has already 
transformed industries.
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When was the last time you 
went into the bank?
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Previously we 
interacted with 
banks by going 
in person.
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Now most of our 
interactions are 
online.
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Our interaction with financial 
services has shifted 
completely.
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Digital ID verification has 
enabled this revolution. 
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Customer expectations have 
now shifted.
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We expect seamless, intuitive, 
digital experiences.
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Real estate transactions 
still straddle online and offline, 
creating opportunity for error or 
fraud.
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We can only reach a unified 
digital transaction by working 
together.







[¢{!Ωǎ ǾŜǊƛŦƛŜŘ ǘǊŀƴǎŀŎǘƛƻƴ ƛǎ 
one piece of a bigger picture.



LTSA CBA BCFSA GOVT

DIACC SNPBC CIFA ABCLS

BCREA CMBA LSBC +
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Our business is built 
on trust.
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Lƴ ǘƻŘŀȅΩǎ ŘƛƎƛǘŀƭ ŀƎŜΣ ǘƘŜ 
paradigm of trust is shifting.
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We need to forge a new kind of 
trust, built on digital 
authentication and authorized 
access to information.
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Security of
Information

Access to
Information
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τ Connected, coordinated information sharing

τ A secure, digital transaction

τ Adoption of digital identification

τ Common data standards
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For Professionals
Digital credentials issued by regulators verified by LTSA to 
confirm legitimacy of professionals participating in real 
estate transactions.
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For Industry Stakeholders
A standardized approach to data within the real property 
sector to improve interoperability, data quality, and 
decision-making. 
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For Property Owners
An account administered by LTSA to securely connect a 
verified person to their property ownership, mitigating the 
risk of fraud.
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Together we have an opportunity 
to strengthen the real estate 
transaction to ensure future 
resilience.
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What does the future 
look like?
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What is your contribution 
to the future?



Thank you



Fraud Risks and Prevention
&

/ŀƴŀŘŀΩǎ CǳƴŘ ¢ǊŀƴǎŦŜǊ {ȅǎǘŜƳǎ

LTSA Symposium

April 9, 2026

Raymond G Leclair

Vice President, Public Affairs



Presentation Overview

ÅIntroduction

ÅFraud
ÅTypes 

ÅPrevention

ÅFund transfers

ÅQuestions/Discussion



[ŀǿȅŜǊǎΩ tǊƻŦŜǎǎƛƻƴŀƭ LƴŘŜƳƴƛǘȅ /ƻƳǇŀƴȅ όLAWPRO)
equivalent to your Lawyers Indemnity Fund (LIF)

ÅPrimary E&O program for 33,000 Ontario lawyers in private practice 

ÅRun-off for almost84,000 other LSO licensees

ÅExcess insurance for 1,700 firms/4,000 lawyers

ÅTitlePLUS title insurance supports real estate bar

ÅPracticePROhelps with claims prevention

ÅOwned by Law Society of Ontario but independent board/management

ÅFinancial Services Regulatory Authority (FSRA) regulated insurance 

ŎƻƳǇŀƴȅ



Fraud

Wire funds diversion fraud

Greatest concern presently with 
many funds lost to fraudsters by 
lawyers and clients

ID fraud
Individuals & corporations are victims 
of ID theft
New Ontario Business Registry

Foreclosure fraud
Fraudster offers loan in exchange for 
title but keeps any payments and 
sells property

Private mortgage fraud

There is presently a surge of private 
mortgage fraud

Power of attorney fraud

Remain a problem in fraud scenarios 
Fraudulently created or improper 
use of legitimate ones

Other frauds
ά.ŀŘέ ŎƘŜǉǳŜ ŦǊŀǳŘΣ ±ŀƭǳŜ ŦǊŀǳŘΤ 
internal fraud; straw-buyer; 
phishing/smishing/vishing  and 
others continue to be seen

AvoidAClaim.com ς Search/Subscribe
lawsocietyontario.azureedge.net/media/lso/media/lawyers/practice-supports-resources/red-flags-worksheet-en.pdf

Reverse mortgage fraud
Fraudster collects full proceeds for 
investments but then absconds



Fraudsters typically target these properties

ÅMortgage-free properties 
Åbut an existing mortgage or lien can just as easily be discharged fraudulently

ÅVacant properties ς vulnerable if not monitored or attended to

ÅRental properties & Short-term rentals ς tenant poses as owner 

ÅProperties owned by seniors ς may be easily confused or tricked

ÅProperties owned by newcomers to Canada ς may not be aware of 
Canadian systems

45



Who to contact in case of fraud
ÅIf you have been a victim of real estate fraud, act quickly and follow these steps:

Åreport what happened to your local police

Åcontact your financial institution & any other companies where you have accounts

Åget advice from your lawyer or adviser

Åreport the matter to your title insurer

Åcontact the Land Registry Office where the affected property is registered
ÅView a list of Ontario land registry offices

ÅŎƻƴǘŀŎǘ /ŀƴŀŘŀΩǎ н Ƴŀƛƴ ŎǊŜŘƛǘ ōǳǊŜŀǳǎ ŀƴŘ ŀǎƪ ǘƘŜƳ ǘƻ Ǉǳǘ ŀ ŦǊŀǳŘ ŀƭŜǊǘ ƻƴ ȅƻǳǊ ŎǊŜŘƛǘ 
report: 
Å TransUnion & Equifax

ÅContact the Canadian Anti-Fraud Centre (a national anti-fraud call centre)

https://www.ontario.ca/page/overview-land-registry
https://www.transunion.ca/assistance/fraud-victims-resources
https://www.transunion.ca/assistance/fraud-victims-resources
https://www.consumer.equifax.ca/personal/education/identity/how-can-i-place-a-fraud-alert-on-my-equifax-credit-report/
https://antifraudcentre-centreantifraude.ca/
https://antifraudcentre-centreantifraude.ca/
https://antifraudcentre-centreantifraude.ca/


Best protection against title fraud
ÅRegistering a lien or mortgage on title is of little value

ÅTitle insurance provides the best protection
ÅOne-time purchase - good for as long as you own the property
Åtypically when buying property
ÅExisting owner coverage is available

ÅProtection against fraud and ƴŜƛƎƘōƻǳǊΩǎ encroachments
ÅAutomatically covers heirs upon death of title owner
ÅDefends title (hiring a lawyer) or sues to protect title

Å4 title insurers compete in Canada
ÅTitlePLUS (owned by LAWPRO) is the only all Canadian title insurer
ÅFCT (First American); Stewart Title; Chicago Title (FNF); Travelers

Å./ [ŀƴŘ ¢ƛǘƭŜ ŀƴŘ {ǳǊǾŜȅ !ǳǘƘƻǊƛǘȅΩǎ !ŎǘƛǾƛǘȅ !ŘǾƛǎƻǊȅ {ŜǊǾƛŎŜ 

47



Other fraud schemes
that can affect you and your staff
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Bad cheque frauds / 
Refund Scheme

ÅEmail from new client

ÅMatter involves payment of some type

Å¸ƻǳ ǊŜŎŜƛǾŜ άōŀŘέ ŎƘŜǉǳŜ

ÅDeposit it in your trust account

ÅDisburse (wire) funds

ÅLeft with trust account shortfall

ÅCheque in + wire out = CAUTION

Article - How to ensure you have secure funds

https://avoidaclaim.com/ 

[LCΩǎ - Bad Cheque Scam List of Names

https://www.practicepro.ca/2024/03/how-to-ensure-you-have-secure-funds/
https://avoidaclaim.com/
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.lif.ca%2Frisk-management%2Ffraud-prevention%2Fbad-cheque-scam%2Fbad-cheque-scam-list-of-names%2F&data=05%7C02%7Cray.leclair%40lawpro.ca%7C5eb8a9b9f317424d9ba308de8aaf1d47%7C7811c6b670034a1687b593ef93766196%7C0%7C0%7C639100681876286268%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=OPetzDRJEewDayKayEtuDM2Kq78hLwEryGin62F1pFU%3D&reserved=0


Phishing/Smishing/Vishing/Quishing
Understand the dangers & how to identify them

VISHINGSMISHINGPHISHING QUISHING



Funds Redirection Scam
Å Lawyer or client will receive email  (from hacked email account)

Åwith wire directions or redirection
ÅƘŀŎƪŜŘ ŀŎŎƻǳƴǘ Ƴŀȅ ōŜ ƭŀǿȅŜǊΩǎΤ ŎƭƛŜƴǘΩǎΤ оrd party in email thread
Åfraudsters monitoring email exchange for payment request

Å Need to verify independently the banking details every time!

Å Lawyer, staff & clients need to be forewarned & attentive to diversion

Å Very real looking & convincing scenarios:
ÅLaw firm request for client to send funds 
ÅMortgage discharge statement modified as to wire instructions

Action: - ά/ŀƭƭ ōŜŦƻǊŜ ȅƻǳ ŎƭƛŎƪΗέ
- Call to verify bank details before sending funds

- Advise clients to call to verify



Examples of funds redirected

Å$3.8M ς sole practitioner; regular client with in-house counsel 
regularly requests funds to a different account;

ÅPurchaser sends about $200k in funds for their purchase based on 
ŜƳŀƛƭ ǿƛǘƘ ŘƛǊŜŎǘƛƻƴ ƻƴ ǘƘŜƛǊ ƭŀǿȅŜǊΩǎ ƭŜǘǘŜǊƘŜŀŘΤ

ÅLawyer who regularly transacted with a lender, requested and 
received by email a discharge statement and requested his staff 
arrange for the payment ς wired payment;

52

https://www.lif.ca/about-us/news/notices-to-lawyers/million-dollar-funds-transfer-fraud-twist-fraudulent-verification/



Social Engineering Toolkit

https://www.practicepro.ca/practice-aids/toolkits/socialengineering/
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[ŀǿȅŜǊΩǎ ƛƴǎǳǊŀƴŎŜ ŎƻǾŜǊŀƎŜ ς social engineering

ÅOntario

Å$1M coverage reduced to $250k 
unless:
ÅExchange banking account details 

ASAP, in writing
ÅAdvise all to contact if any change 

in the account information, in 
writing
ÅAdvise of need to contact to verify 

any changes
ÅMaintain updated contact 

information for the client

ÅBritish Columbia

Ålimit of $500,000 per claim, 
lawyer, and firm annually

Å30% deductible unless 
secondary verification done

Å15% deductible if verification 
done

Å/ƻƳǇƭƛŀƴŎŜ ǿƛǘƘ [ŀǿ {ƻŎƛŜǘȅΩǎ 
client identification and 
verification rules
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Gift card scam

From: Duncan C Card <patner.office777@gmail.com> 

Sent: Monday, July 27, 2020 12:38 PM

To: Yo

Subject: 

Available? Cell phone number?  

Important Person

Partner

Toronto 

Your law firm

Authority figure or trusted individual scam



Ø Regularly change passwords on key accounts 

Ø Change compromised passwords immediately 

Ø Use passphrases of twelve characters or more with 
mixed types of characters

Ø Use different passwords for different accounts 

Ø Use a password manager

Ø PCMagazine - Best Password Managers (each year)

Ø Use biometric scanners

Ø Use Two-step authentication / 2FA

Good Password Practices

56



Call before you click! 

Always independently verify wire instructions by calling to confirm them before 
transferring funds

Train your lawyers and staff

Make sure all staff are aware of risks and always call to double check any wire - transfer 
instructions received by email

Warn your clients

Alert your clients of the dangers and advise them to verbally confirm with your firm any 
bank account details received by email 

Prevent fraud

Fraud prevention is a team sport!



Identification Theft



Tips When Verifying ID Documentation 
IN-PERSON:

ü   Do NOT simply copy & file!

ü   Does the picture match the client sitting in front of you?

ü   Pictures on various ID documents the same?

ü   Is the person in the picture smiling?

ü   Apparent age in picture vs date of ID document

ü   hƴǘŀǊƛƻ ŘǊƛǾŜǊΩǎ ƭƛŎŜƴǎŜ ƴǳƳōŜǊ 

ü starts with 1st letter of last name

ü 9ƴŘǎ ǿƛǘƘ ǇŜǊǎƻƴΩǎ ŘŀǘŜ ƻŦ ōƛǊǘƘ

ü ²ƻƳŜƴΩǎ ƳƻƴǘƘ ŘŀǘŜ ς 0 replaced by a 5; 1 by a 6;

ü   {ƛƎƴŀǘǳǊŜ ƛƴ L5 ŘƻŎǳƳŜƴǘ ƳŀǘŎƘ ȅƻǳǊ ŎƭƛŜƴǘΩǎ ǎƛƎƴŀǘǳǊŜΚ

ü   Laminated ID no longer valid

Searchvalidityof Ontario ŘǊƛǾŜǊΩǎlicensefor free:www.dlc.rus.mto.gov.on.ca

https://www.lif.ca/about-us/news/notices-to-lawyers/protect-yourself-against-real-estate-identity-frauds/

http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/


Corporate records fraud

ÅForm of identity theft but of the corporation

ÅFraudster files change of Directors and Officers and/or 
Registered Office

Å{Ƙƻǿǎ ǳǇ ǿƛǘƘ άƳŀŘŜ ǳǇέ ƳƛƴǳǘŜ ōƻƻƪ

ÅAttempts to refinance or sell property

ÅBe aware, look for:
ÅLast filing on Corporate Profile Report
ÅGet listing of filings for the corporation

ÅArticle: http://avoidaclaim.com/2017/recognizing-the-red-
flags-of-real-estate-scams-involving-corporate-identity-theft/  

ÅOctober 19, 2021 ς New Ontario Business Registry
https://news.ontario.ca/en/release/1000749/province-
launches-new-modern-ontario-business-registry 

http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry
https://news.ontario.ca/en/release/1000749/province-launches-new-modern-ontario-business-registry


OBR ςOntario Business Registry
ÅOntario Business Registry launched on October 19, 2021

Ånow provides a company key

ÅGovernment -authorized service providers:
Åecore by Dye & Durham Corporation
ÅESC Corporate ServicesLtd.
ÅOBR Partner Portal (lawyers, accountants, etc.) - Application

Å8 (1) - The Minister shall enter into a record the information from every return and 
notice received under this Act.  1995, c. 3, s. 4. (Corporations Information Act, R.S.O. 
1990, CHAPTER C.39)

Å21 - The Minister may accept the information contained in any return or notice filed 
under this Act without making any inquiry as to its completeness or accuracy.  R.S.O. 
1990, c. C.39, s. 21; 1994, c. 17, s. 42.

ÅIssue of reliability of Form 1 information (directors/officers/registered office)

ÅReliance on Corporate Profile Report ς see Am-Stat Corporation v. Ontario, 2018 
ONCA 877 ς ά²Ŝ ŀƎǊŜŜ ǿƛǘƘ ǘƘŜ Ƴƻǘƛƻƴ ƧǳŘƎŜΩǎ ŎƻƴŎƭǳǎƛƻƴ ǘƘŀǘ ǊŜƭƛŀƴŎŜ ōȅ ǘƘƛǊŘ 
ǇŀǊǘƛŜǎ ƻƴ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴ ŀŎŎŜǇǘŜŘ ōȅ ǘƘŜ aƛƴƛǎǘǊȅ ƛǎ ƴƻǘ ŎƻƴǘŜƳǇƭŀǘŜŘ ōȅ ǘƘŜ !ŎǘΦέ

https://www.oncorp.com/oncorphome/pages/view-all-products.aspx
https://www.oncorp.com/oncorphome/pages/view-all-products.aspx
https://www.oncorp.com/oncorphome/pages/view-all-products.aspx
https://www.eservicecorp.ca/contact
https://www.eservicecorp.ca/contact
https://www.eservicecorp.ca/contact
https://www.ontario.ca/page/ontario-business-registry-partner-portal


Good 
Funds

Safe Funds Transfer:

Is It Really Money?

ÅPayments Canada Systems

ÅRevocable or irrevocable?

ÅConfirmation ς PCRN

ÅProtocol for banks/lawyers



WHY DO YOU CARE?

- Hold being placed on trust funds?

- No ensurance deposit will not be 

reversed?

- No transparency in fund transfers?

- Trust funds raise fiduciary 

obligations

- Time is of the essence

- Not just a real estate law issue



PAYMENTS CANADA SYSTEMS



ACSS
(AUTOMATED CLEARING SETTLEMENT SYSTEM)

- retail bath payment system 

 - given a credit instantly pending processing and settlement

 - revocable 

 - batch transfers multiple times a day, Monday to Friday

* Canadian dollar only.

Paper-based    Electronic
Cheques     Direct deposits
Paper remittances*    Electronic data interchange*
Government items (including   Electronic remittances*
government cheques, redeemed bonds,  Imaged paper items
treasury bills, and coupons)*   Point of service debits and credits*
     Online debits and credits
     Pre-authorized debits
     Shared ABM Networks*

99%



LYNX
HIGH-VALUE PAYMENT SYSTEM (FORMERLY LVTS)

- irrevocable

 - ISO 20022 compliant

  -  international data-rich protocol to increase 

 the amount of data that is transferred with a 

 payment

 - creates a payment confirmation code

 - how to confirm?

1%



RTR
REAL-TIME RAIL PAYMENT SYSTEM

- said to be irrevocable

 - 24/7/365 - $100,000 limit

 - delivery in 60 seconds

 - ISO 20022 compliant

 - indication will have a payment confirmation code

 - transparency?



ON-US

ÅNot a Payments Canada system 

ÅFunds transfer from same financial institution, different 

branches

ÅProtocol certain financial institutions have sign on

ÅFunds treated as if transfer via Lynx system

ÅProblem ς no information to confirm method of transfer

https://www.payments.ca/payment-resources/support-guides/business-guides/wire-payments


HOW TO CONFIRM 
HOW FUNDS WHERE 
TRANSFERRED?



WHAT IS THE PCRN?

Unique identifier

It's a unique, 16 alpha-numeric 
character code for each wire transfer 
processed through the Lynx system

Confirmation of irrevocable funds

The presence of a PCRN assures the 
recipient that the funds are final and 
have irrevocably transferred through 
the secure Lynx system

 Format

It begins with the letters "LVTS" 
followed by 16 numbers/letters (e.g., 
LVTSXXXXXXXXXXXX)



WHERE TO FIND THE PCRN?
Each financial institution has their own portal

https://www.practicepro.ca/2025/12/bank-wires-how-to-find-
the-pcrn-and-ensure-you-have-irrevocable-funds/ 
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