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& We are privileged to live and work on the
traditional and ancestral territories of
Indigenous Peoples and Nations throughout
British Columbia.

We acknowledge and respect elders
past, present and future.
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3rd Annual LTSA Symposium

This year's themes:

ADigital trust
AConnected workflows
AReal-world momentum
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Interactive Discussion Questions

AWhen you look 5-10 years ahead, what does digital trust look like in
your organization when it's fully embedded into everyday
workflows?

AWhat does it look like across multiple organizations in the shared
ecosystem?
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LTSA's vision:
A real property market that is
trusted and transparent
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BC's land title system:

A global leader in
accessibility and security
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Rob Cutler,
Vice President & Chief Product Officer
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OUR AIM FOR THE REAL ESTATE TRANSACTION:

T Modernizeidentity verification
T Improvedigital connectivity

T Shift to structured, shareable data
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A seamless, efficient
transaction
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Secure technology has already
transformed industries.
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When was the last time you
H H H went into the bank?
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Previouslywe
iInteracted with
banks by going
INn person.
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Now most of our
Interactions are
online.
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Our Interaction with financial
services has

WrLTSA LTSA SYMPOSIUM 16




Digital ID verification has
enabled this revolution.
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Customer expectations have
now
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We expect seamless, intuitive,
digital experiences.
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Real estate transactions

still straddleonline and offline
creating opportunity for error or
fraud.
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We can only reach a unified
digital transaction by
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one piece of a bigger picture.
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Our business Is built
on trust.
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WrLTSA LTSA SYMPOSIUM p7



l

i

ﬂ

I

I

i




LY U2RlIFéQa RAIAUGI T
paradigm of trust is shifting.
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We need to forge anew kind of
rust, built on digital
authentication and authorized
access to Information.

WrLTSA LTSA SYMPOSIUM BO



Access to
Information
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Information sharing
, digital transaction
of digital identification

data standards

WrLTSA
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For Professionals

Digital credentials issued by regulators verified by LTSA to
confirm legitimacy of professionals participating in real
estate transactions.
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For Industry Stakeholders

A standardized approach to data within the real property
sector to improve interoperability, data quality, and
decisionmaking.
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For Property Owners

An account administered by LTSA to securely connect a
verified person to their property ownership, mitigating the
risk of fraud.
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PROPERTY
CQNNECT
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Together we have an opportunity
to strengthen the real estate
transaction to ensureuture
resilience
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What does the future
look like?
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What Is your contribution
to the future?
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Fraud Risks and Prevention
&
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LTSA Symposium
April 9, 2026

Raymond G Leclair
Vice President, Public Affairs

LAWPRO

Professional Indemnity Company




Presentation Overview

Alntroduction

AFraud

ATypes
APrevention

AFund transfers

AQuestions/Discussion
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equivalent to your Lawyers Indemnity Fund (LIF)

A Primary E&O program f&3,0000ntario lawyers in private practice

A Runoff for almost84,0000ther LSO licensees

A Excess insurance for 1,700 firms/4,000 lawyers

A TitlePLUS title insurance supports real estate bar

A PracticePR@elps with claims prevention

A Owned by Law Society of Ontario but independent board/management

A Financial Services Regulatory Authority (FSRA) regulated insurance
O2YLJ yeé




Fraud

Wire funds diversion fraud

Greatest concern presently with
many funds lost to fraudsters by
lawyers and clients

ID fraud

Individuals & corporations are victims
of ID theft
New Ontario Business Registry

Foreclosure fraud

Fraudster offers loan in exchange for
title but keeps any payments and
sells property

Reverse mortgage fraud

Fraudster collects full proceeds for
investments but then absconds

Private mortgage fraud

There is presently a surge of private
mortgage fraud

Power of attorney fraud

Remain a problem in fraud scenarios
Fraudulently created or improper
use of legitimate ones

Other frauds

.1 Ré¢ OKSIdzS FNI) dzRZ
internal fraud; strawbuyer;
phishing/smishing/vishing and

others continue to be seen

AvoidAClaim.comg Search/Subscribe

Red Flags of Fraud, Money Laundering,
Terrorist Financing, and Other lllegal Activity

Updated: January 2022

About this Worksheet

Lawyers and paralegals must not facilitate fraud or any other
illegal activity when rendering legal services

This duty

= begins at the outset of the professional relationship and

continues throughout the retainer

« includes not doing, or omitting to do, anything that a
lawye pa alegal knew or ought to know would assist
encou or facilitate dishonesty, fraud, crime, or
Ilegalco d ctbyache it or any other person, and

ngoing assessment of potential risk of
g, and other

* requires an o
fraud, money laundering, terrorist financing
illegal activities.

Use this Worksheet to

« Leamn more about red flags generally
* Identify red flags in a client matter, or
« Document your due diligence in identifying red flags, and

then either resolving them or declining or withdrawing
from representation when necessary.

lawsocietyontario. azureedge net/media/lso/media/lawyers/practisepportsresources/redflagsworksheeten.pdf

LAw PEJ@
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Chapter 5: Red Flag Indicators in FATF Reo Aoney Laundering and




Fraudsters typically target these properties

AMortgagefree properties
A but an existing mortgage or lien can just as easily be discharged fraudulently

AVacant propertieg, vulnerable if not monitored or attended to
ARental properties & Shoterm rentalsc tenant poses as owner

AProperties owned by seniogsmay be easily confused or tricked

AProperties owned by newcomers to Canagdaay not be aware of
Canadian systems




Who to contact in case of fraud

A If you have been a victim of real estate fraud, act quickly and follow these steps:

Areport what happened to your local police

A contact your financial institution & any other companies where you have accounts
A get advice from your lawyer or adviser

A report the matter to your title insurer

A contact theLand Registry Offioghere the affected property is registered
A View a list of Ontaritand registry offices
ACO2yulrFOG /IYIFIRIFIQa H YIFIAY ONBRAUO o0dzNBI dza |
report:
A TransUnior& Equifax

A Contact theCanadian AntFraud Centrga national antifraud callcentre)



https://www.ontario.ca/page/overview-land-registry
https://www.transunion.ca/assistance/fraud-victims-resources
https://www.transunion.ca/assistance/fraud-victims-resources
https://www.consumer.equifax.ca/personal/education/identity/how-can-i-place-a-fraud-alert-on-my-equifax-credit-report/
https://antifraudcentre-centreantifraude.ca/
https://antifraudcentre-centreantifraude.ca/
https://antifraudcentre-centreantifraude.ca/

Best protection against title fraud

ARegistering a lien or mortgage on title is of little value

ATitle insurance provides the best protection

A Onetime purchase good for as long as you own the property
A typically when buying property
A Existing owner coverage is available

A Protection against fraud angd S A 3 K éngrdabl¥énts

A Automaticallycovers heirs upon death of title owner

A Defends title (hiring a lawyer) or sues to protect title

A4 title insurers compete in Canada
A TitlePLUS (owned by LAWPRO) is the only all Canadian title insurer
AFCT (First American); Stewart Title; Chicago Title (FNF); Travelers

Al [FYR ¢AGES YR {dzNBSe ! dzii K2 NA G &




Other fraud schemes

that can affect you and your staff



Bad cheque frauds /
Refund Scheme

A Email from new client

A Matter involves payment of some type
A 2dz NBOSAOS aGaol Ré¢ OKS
A Deposit it in your trust account
A Disburse (wire) funds

A Left with trust account shortfall

ACheque in + wire out = CAUTION

Article - How to ensure you have secure funds

https://avoidaclaim.com/

[ L Ba@dCheque Scam List of Names


https://www.practicepro.ca/2024/03/how-to-ensure-you-have-secure-funds/
https://avoidaclaim.com/
https://can01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.lif.ca%2Frisk-management%2Ffraud-prevention%2Fbad-cheque-scam%2Fbad-cheque-scam-list-of-names%2F&data=05%7C02%7Cray.leclair%40lawpro.ca%7C5eb8a9b9f317424d9ba308de8aaf1d47%7C7811c6b670034a1687b593ef93766196%7C0%7C0%7C639100681876286268%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=OPetzDRJEewDayKayEtuDM2Kq78hLwEryGin62F1pFU%3D&reserved=0

r..

Reminder; [Recent Mews] [Statement Appointment] Information Updates - New Noti

Phishing/Smishing/Vishir@uishing

Understand the dangers & how to identify them

sent Summary of your bill has expire, Renews your membership Sunday, Jan 22, 2020

|Statement:- [FWD] Case ID: MBBEXXSC

Automatic payment.

Hi Cuslomer,

ol T-Mobile 10:52 AM
< Unknown
NETH_'X i?enr‘t(! Of Montreal Account

Your Auto payment cannot process. remove accou nt ||m'tations

Your subscription period will end on Wed, January

22, 2020.

Click Here)to update payment method

Http://bom.com.au.e-

please update your payment methode for continue

MNetflix feature,

The Netfflix Team
__

Your security is our concern.

Click the link below to verify
and confirm your identity as to

onlineprocess.com/account

Voicemail
(908)_

9@

PHISHING

SMISHING




Funds Redirection Scam

A Lawyer or client will receive email (from hacked email account)
A with wire directions or redirection X X . o
AKIF Ol SR | O02dzy i YI &dpartin émaibtiireéadNQa T Of A Sy (1 Qa
A fraudsters monitoring email exchange for payment request

A Need to verify independently the banking details every time!

A Lawyer, staff & clients need to be forewarned & attentive to diversion

A Very real looking & convincing scenarios:
A Law firm request for client to send funds
A Mortgage discharge statement modified as to wire instructions

Action-d F £ f O0STF2NBE &2We Of A
- Call to verify bank details before sending funds
- Advise clients to call to verify




Examples of funds redirected

A$3.8M¢ sole practitioner; regular client with ihouse counsel
regularly requests funds to a different account;

APurchaser sends about $200k in funds for their purchase based on
SYIAt 6AUK RANBOUAZY 2y UKSAN t

ALawyer who regularly transacted with a lender, requested and
received by email a discharge statement and requested his staff
arrange for the payment wired payment;

https://www.lif.ca/about-us/news/noticesto-lawyers/milliondollar-fundstransferfraud-twist-fraudulentverification/




Social Engineering Toolkit

Policy Requirements Chart: This chart states the policy requirements and provides sample
corresponding example language. (Word and PDF)

Example Retainer Language: For your convenience, this sample wording can be used or
adapted to your needs. (Word and PDF)

s Exemple de langage de mandat de représentation en justice (Word and PDF)
LawPRO

Wiring Funds Checklist: Use this checklist for every transaction that involves wiring funds

SOCial .neering from your trust account

Action required for your professional liability insurance Frequently Asked Questions: See the commonly asked questions about the social
January 1, 2024 engineering policy requirements.

FOR FILES THAT ARE ALREADY OPEN:

Watch on 3 Youlube

We highly encourage you to send your client a revised retainer letter or an addendum to
the current retainer agreement you have in place. At the minimum, we suggest you send
the following reminder: “Funds transfer fraud is on the rise. Please note, we will never email
you with a request to change or update any banking or transfer information. If you receive a
request like that by email, please phone us immediately using a previously known number. In
addition, if we receive any banking or transfer information from you, we will confirm this by
independent means. If you have questions or concerns, please contact us!



https://www.practicepro.ca/practice-aids/toolkits/socialengineering/

[ I 6 & SNXQA A Y agadtlahérgiBeemg

AOntario ABritish Columbia
A$1M coverage reduced to $250k Alimit of $500,000 per claim,
unless: lawyer, and firm annually

AExchange banking account details 23094 deductible unless

ASAP, Inwriting secondary verification done
AAdvise all to contact if any change

in the account information, in A15% deductible if verification
writing done

AAdvise of need to contact to verify _ = & £ox
any changes Al 2YLIX AL YyOS gAUK

AMaintain updated contact
Information for the client

client identification and
verification rules




Ift card sc o t

......
e

From Duncan C Card <pgfrjer.dffice777@gmail.co
Sent Monday, July 27, 2020 12:38 PM
To Yo

Subject To

Avalilable? Cellﬂgggge number?

Authority figure or trusted individual scam
Important Person

Partner Amount From: "Kathleen A Waters" <kathleen waters@lawpro ca=
: [ Toronto To: verl.boudville@lawpro.ca
s YOul law firm Date: 09/09/16 01:25 PM
' Subject Request for September 9, 2016
Hello Iveri,

Hope your day is going well? I will need you to disburse few payments for me
today. Kindly let me know how soon you could complete my request.

Thanks,
Kathleen A. Waters




Good Password Practices

@ Regularly change passwords on key accounts
@ Change compromised passwords immediately

@ Use passphrases of twelve characters or more with
mixed types of characters

@ Use different passwords for different accounts PASSWO R D

@ Use a password manager
@ PCMagazine- Best Password Managers (each year)

@ Use biometric scanners

@ Use Two-step authentication / 2FA




Prevent fraud

Call before you click!

Always independently verify wire instructions by calling to confirm them before
transferring funds

Warn your clients

Alert your clients of the dangers and advise them to verbally confirm with your firm any
bank account details received by email

Fraud prevention is a team sport!
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Tips When Verifying ID Documentation
INNPERSON:

Do NOT simply copy & file!
Does the picture match the client sitting in front of you? ‘

Pictures on various ID documents the same? e
¢ \ A {OBDERID

N 2007 caneionk _';J_L‘A

Is the person in the picture smiling?

Apparent age in picture vs date of ID document
hy(F NA2 RNAOSNXQRa fAOSyas
U starts with E letter of last name

0 9YRa 6AGK LISNER2YQa RI0S
U 22YSyQa Y e20/fepkcedldy 8% 1 by a 6;

U0 {AIYylFiddz2NBE Ay L5 R20dzyYSyli
U Laminated ID no longer valid

et e A o e e e

Q)¢

Searchvalidityof OntarioR NJ& @cerdddefree: www.dlc.rus.mto.gov.on.ca

https://www.lif.ca/about-us/news/noticesto-lawyers/protectyourselfagainstrealestate-identity-frauds/



http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/
http://www.dlc.rus.mto.gov.on.ca/

Corporate records fraud

A Form of identity theft but of the corporation

A Fraudster files change of Directors and Officers and/or
Registered Office

A{ K2ga dzLJ 6 A0K GaYIFRS dzLX YA
A Attempts to refinance or sell property

A Be aware, look for:
A Last filing on Corporate Profile Report
A Get listing of filings for the corporation

AArticle: http://avoidaclaim.com/2017/recodnizinthe-red-
flagsof-reaFestate-scamsinvolvingcorporateidentity-theft/

AOctober 19, 202% New Ontario Business Registry
https://news.ontario.ca/en/release/1000749/provinee
[aunchesnew-modern-ontario-businesseqistry



http://avoidaclaim.com/2017/recognizing-the-red-flags-of-real-estate-scams-involving-corporate-identity-theft/
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OBR; Ontario Business Registry

A Ontario Business Registry launched on October 19, 2021
A now provides a company key

A Government -authorized service providers:
A ecore by Dye & Durham Corporation
A ESC Corporate Services Ltd.
A OBR Partner Portal (lawyers, accountants, etc.) - Application

A 8 (1)- The Minister shall enter into a record the information from every return and
notice received under this Act. 1995, c. 3, sCarporations Information Act, R.S.O.
1990, CHAPTER Q.39

A 21 - The Minister may accept the information contained in any return or notice filed
under this Act without making any mc&uwy as to its completeness or accuracy. R.S.O.
1990, c. C.39, s. 21; 1994, c. 17,s. 42.

A Issue of reliability of Form 1 information (directors/officers/registered office)

A Reliance on,CorEorate Profile RepgdeeAm-Stat Carporation, v. Ontarj@018 . .
ONCA 87¢ g 2 FANBS gAUK UKS YZUAEgSEngRF%ISQg
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https://www.oncorp.com/oncorphome/pages/view-all-products.aspx
https://www.oncorp.com/oncorphome/pages/view-all-products.aspx
https://www.oncorp.com/oncorphome/pages/view-all-products.aspx
https://www.eservicecorp.ca/contact
https://www.eservicecorp.ca/contact
https://www.eservicecorp.ca/contact
https://www.ontario.ca/page/ontario-business-registry-partner-portal

Safe Funds Transfer:

Is It Really Money?

APayments Canada Systems
ARevocable or irrevocable?
A Confirmationc PCRN
AProtocol for banks/lawyers



WHY DO YOU CARE?

- Hold being placed on trust funds?

- Noensuranceadeposit will not be
reversed?

- No transparency in fund transfers?

- Trust funds raise fiduciary
obligations

- Time is of the essence

- Not just a real estate law issue




PAYMENTS CANADA SYS1=MS




ACSS
(AUTOMATED CLEARING SETTLEMENT SYSTE

- retail bath payment system

- given a credit instantlpendingprocessing and settlement

- revocable

- batch transfers multiple times a day, Monday to Friday

* Canadian dollar only.

O Paperbased Electronic
O Cheques Direct deposits
Paper remittances* Electronic data interchange*

Government items (including Electronic remittances*
government cheques, redeemed bonds, Imaged paper items
treasury bills, and coupons)* Point of service debits and credits*

Online debits and credits
Pre-authorized debits
Shared ABM Networks*




LYNX
8 HIGHVALUE PAYMENT SYSTEM (FORMERLY L\

- Irrevocable
-1SO 20022 compliant

- international datarich protocol to increase

O the amount of data that is transferred with a
1%

- creates a payment confirmation code

- how to confirm?




RTR
REATIME RAIL PAYMENT SYSTEM

- said to be irrevocable

- 24/7/365 - $100,000 limit

- delivery in 60 seconds

-1SO 20022 compliant

- Indication will have a payment confirmation code

- transparency?




ON-US

A Not a Payments Canadgstem

A Funds transfer fronsamefinancial institution different
branches

A Protocol certain financial institutions have sign on
A Funds treated as if transfer via Lynx system

A Problemc no information to confirm method of transfer



https://www.payments.ca/payment-resources/support-guides/business-guides/wire-payments

HOW TO CONFIRM
HOW FUNDS WHERE
TRANSFERRED?




Unique identifier

It's a unique, 16 alphaumeric
character code for each wire transfer
processed through the Lynx system

Confirmation of irrevocable funds

The presence of a PCRN assures the

recipient that the funds are final and
have irrevocably transferred through
the secure Lynx system

Format

It begins with the letters "LVTS"
followed by 16 numbers/letters (e.g.,
LVTSXXXXXXXXXXXX)

LAwER® —

WHAT IS THE PCRN*



WHERE TO FIND THE PCRN?

Each financial institution has their own portal



https://www.practicepro.ca/2025/12/bank-wires-how-to-find-the-pcrn-and-ensure-you-have-irrevocable-funds/
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